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Template Document Disclaimer
Bottom line: This document is a starting-point template only. It must be reviewed, customized, and formally approved before use.
This template is provided for general informational and business-use purposes only. It is not a final, client-ready document. Each organization must revise this template to reflect its legal entity, operating environment, systems, controls, personnel, risk profile, contractual obligations, and applicable legal and regulatory requirements before adoption or reliance.
This template does not constitute legal advice, regulatory advice, audit advice, compliance advice, or any other professional advice. Use of this template does not create any attorney-client, advisory, fiduciary, or professional-services relationship except as expressly stated in a separate written agreement. Organizations should consult qualified legal counsel, compliance professionals, and other appropriate advisors before relying on this document.
No representation, warranty, or guarantee, express or implied, is made regarding the accuracy, completeness, sufficiency, enforceability, merchantability, fitness for a particular purpose, or suitability of this template for any specific organization, environment, or use case. This template is not a guarantee of compliance with any law, regulation, regulatory guidance, enforcement expectation, examination standard, framework, control set, industry practice, or contractual requirement, including but not limited to cybersecurity, privacy, financial-services, consumer-protection, or sector-specific obligations.
Each organization is solely responsible for performing its own legal, regulatory, operational, technical, and risk review; validating the accuracy and practicality of the content; testing the documented procedures; and updating the document to align with actual business processes and current requirements. If this template conflicts with applicable law, regulation, guidance, internal policy, or operational reality, the organization must modify the document accordingly before use.
To the maximum extent permitted by law, SecureCyberInsight disclaims all liability for any direct, indirect, incidental, consequential, special, exemplary, punitive, regulatory, or business losses, damages, penalties, costs, expenses, or claims arising from or related to the use of, reliance on, implementation of, distribution of, or failure to modify this template.





Template completion requirements
•	Replace all placeholders, bracketed fields, and sample language.
•	Insert the company name, legal entity, document owner, and approval details.
•	Define the regulatory, contractual, and framework scope that applies to the organization.
•	Validate all procedures, control statements, roles, contact details, and approvals.
•	Obtain legal, compliance, and management review as appropriate before use.
•	Record the approval date, version, and revision history before release or publication.



Vendor Risk Questionnaire (Sample)
Purpose
Use this questionnaire as a starting point when evaluating third parties that may:
	•	access sensitive data
	•	connect to internal systems
	•	support critical business processes
	•	host applications or infrastructure
	•	influence compliance, privacy, or operational resilience
This sample is designed to help organizations gather baseline security, privacy, resilience, and governance information in a structured format.
---
Instructions for the Vendor
Please complete all applicable sections and attach supporting documentation where available.
Suggested attachments:
	•	SOC 1, SOC 2, ISO 27001, or similar assurance reports
	•	most recent penetration test or security assessment summary
	•	incident response summary or customer notification commitments
	•	business continuity / disaster recovery overview
	•	privacy or data processing documentation
	•	cyber insurance certificate
If a question does not apply, mark N/A and explain why.
---
1. Vendor Overview
	•	Vendor legal name:
	•	Primary product or service:
	•	Headquarters location:
	•	Website:
	•	Primary security contact:
	•	Primary privacy or compliance contact:
	•	Customer relationship owner:
	•	Date completed:
	•	Version or revision number:
1.1 Service Summary
Briefly describe the product or service, what customer problem it solves, and how the customer uses it.
1.2 Customer Data and Access Summary
Briefly describe the types of customer data, systems, environments, or credentials your organization may access, store, process, transmit, or support.
---
2. Corporate Governance and Security Program
	1	Do you maintain a formal information security program?
	2	Is a senior leader accountable for cybersecurity?
	3	Do you maintain documented security policies and standards?
	4	Do you perform periodic risk assessments?
	5	Do you provide regular security awareness training to personnel?
	6	Do you conduct background screening for personnel in sensitive roles, where permitted by law?
	7	Do you maintain an internal audit, compliance, or assurance function?
	8	Have you experienced a material cybersecurity incident in the past 24 months?
	•	If yes, summarize the nature of the event and the corrective actions taken.
Response notes:
---
3. Data Protection and Privacy
	1	What categories of customer data do you process?
	•	Public
	•	Internal business information
	•	Customer confidential data
	•	Employee data
	•	Financial data
	•	Regulated personal data
	•	Other:
	1	Do you classify data by sensitivity?
	2	Is sensitive data encrypted at rest?
	3	Is sensitive data encrypted in transit?
	4	Do you maintain key management standards or practices?
	5	Do you support customer data retention and deletion requirements?
	6	Do you have a documented privacy program?
	7	Do you support data processing agreements where applicable?
	8	Do you use customer data for AI training, analytics, marketing, or secondary purposes?
	•	If yes, describe controls and customer opt-out or contract options.
	1	Do you disclose or transfer customer data to subprocessors or affiliates?
	•	If yes, describe how this is governed.
Response notes:
---
4. Identity, Access, and Authentication
	1	Do you enforce unique user IDs for workforce and administrative access?
	2	Is multi-factor authentication required for privileged access?
	3	Is multi-factor authentication available or required for customer access?
	4	Do you follow least-privilege principles for system access?
	5	Are access rights reviewed periodically?
	6	Is privileged access logged and monitored?
	7	Are terminated or transferred user accounts disabled promptly?
	8	Do you maintain password or authentication standards?
	9	Do you support role-based access control?
	10	Can customer administrators manage user access and permissions directly?
Response notes:
---
5. Infrastructure and Application Security
	1	Are production systems segmented from lower environments?
	2	Do you maintain secure configuration standards or hardening baselines?
	3	Do you perform routine vulnerability scanning?
	4	Do you perform penetration testing at least annually or after major changes?
	5	Do you maintain a patch management process?
	6	Do you use endpoint protection, EDR, or similar controls on managed assets?
	7	Do you log security-relevant events centrally?
	8	Do you monitor for suspicious activity or unauthorized access?
	9	Do you maintain a secure software development lifecycle, if applicable?
	10	Do you review code, dependencies, and changes before release, if applicable?
Response notes:
---
6. Incident Response and Breach Notification
	1	Do you maintain a documented incident response plan?
	2	Is the incident response plan tested periodically?
	3	Do you define severity levels and escalation paths?
	4	Do you maintain forensic, containment, and recovery procedures?
	5	Do you have customer notification timelines for security incidents affecting customer data or services?
	6	Will you notify customers of confirmed incidents without unreasonable delay?
	7	Do you preserve evidence and maintain incident records?
	8	Do you conduct post-incident reviews and corrective action tracking?
Response notes:
---
7. Business Continuity and Disaster Recovery
	1	Do you maintain a documented business continuity plan?
	2	Do you maintain a disaster recovery plan?
	3	Are backup processes documented and tested?
	4	Do you define recovery time objectives (RTOs) and recovery point objectives (RPOs)?
	5	Are continuity and recovery plans tested periodically?
	6	Do you have geographic, cloud, or site resilience measures in place?
	7	Can you provide a high-level summary of service recovery expectations?
Response notes:
---
8. Third-Party and Subprocessor Management
	1	Do you use subprocessors, subcontractors, or hosted service providers to deliver the service?
	2	Do you perform due diligence before onboarding those third parties?
	3	Do you impose security and confidentiality requirements by contract?
	4	Do you maintain an inventory of critical subprocessors or service dependencies?
	5	Can customers request a list of material subprocessors?
	6	Do you monitor the security posture of high-risk third parties?
Response notes:
---
9. Compliance, Audit, and Assurance
	1	Do you maintain any of the following?
	•	SOC 1
	•	SOC 2
	•	ISO 27001
	•	PCI DSS
	•	HITRUST
	•	Other:
	1	Have you undergone an external security assessment within the last 12 months?
	2	Can you provide customer-facing security documentation under NDA if needed?
	3	Are material control deficiencies tracked through remediation?
	4	Do you maintain records for audit, regulatory, or contractual review?
Response notes:
---
10. Legal, Contractual, and Insurance Controls
	1	Will you sign confidentiality and data protection obligations in contract form?
	2	Do you support security addenda or customer control requirements where reasonable?
	3	Do you carry cyber liability insurance?
	4	Do you carry professional liability, technology E&O, or similar insurance?
	5	Can you provide proof of insurance upon request?
	6	Do you define service levels, support commitments, and termination obligations in contract documents?
Response notes:
---
11. Risk Flags and Follow-Up Requests
Use this section internally after reviewing responses.
Area
Low Concern
Moderate Concern
High Concern
Follow-Up Needed
Data sensitivity




Access model




Infrastructure security




Incident response




Business continuity




Compliance / assurance




Subprocessor risk




Contract / insurance




---
12. Suggested Reviewer Decision
	•	Questionnaire completeness: Complete / Partially Complete / Incomplete
	•	Supporting evidence received: Yes / No / Partial
	•	Initial risk impression: Low / Moderate / High / Critical
	•	Additional due diligence required:
	•	Compensating controls noted:
	•	Recommended approval status: Approve / Approve with Conditions / Escalate / Reject
	•	Reviewer name:
	•	Review date:
---
13. Optional Short-Form Version for Lower-Risk Vendors
For lower-risk vendors, organizations may choose a lighter intake version with the following minimum questions:
	1	What service do you provide and what data do you handle?
	2	Do you access customer systems, networks, or credentials?
	3	Do you encrypt sensitive data in transit and at rest?
	4	Do you require MFA for administrative access?
	5	Do you maintain incident response and backup / recovery capabilities?
	6	Do you use subprocessors to deliver the service?
	7	Do you have any current assurance reports or independent assessments?
	8	Who is the security contact for follow-up?
---
14. Implementation Notes for Secure Cyber Insight
If this is published as a downloadable resource, consider pairing it with:
	•	a short guide on when to use a full questionnaire versus a short-form intake
	•	a vendor criticality scoring worksheet
	•	contract clause recommendations for higher-risk vendors
	•	a disclaimer block aligned with the site’s documentation library package
	•	a spreadsheet or form-based version in a later release
Template only: this document requires customization, validation, and approval before use.
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