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Template Document Disclaimer
Bottom line: This document is a starting-point template only. It must be reviewed, customized, and formally approved before use.
This template is provided for general informational and business-use purposes only. It is not a final, client-ready document. Each organization must revise this template to reflect its legal entity, operating environment, systems, controls, personnel, risk profile, contractual obligations, and applicable legal and regulatory requirements before adoption or reliance.
This template does not constitute legal advice, regulatory advice, audit advice, compliance advice, or any other professional advice. Use of this template does not create any attorney-client, advisory, fiduciary, or professional-services relationship except as expressly stated in a separate written agreement. Organizations should consult qualified legal counsel, compliance professionals, and other appropriate advisors before relying on this document.
No representation, warranty, or guarantee, express or implied, is made regarding the accuracy, completeness, sufficiency, enforceability, merchantability, fitness for a particular purpose, or suitability of this template for any specific organization, environment, or use case. This template is not a guarantee of compliance with any law, regulation, regulatory guidance, enforcement expectation, examination standard, framework, control set, industry practice, or contractual requirement, including but not limited to cybersecurity, privacy, financial-services, consumer-protection, or sector-specific obligations.
Each organization is solely responsible for performing its own legal, regulatory, operational, technical, and risk review; validating the accuracy and practicality of the content; testing the documented procedures; and updating the document to align with actual business processes and current requirements. If this template conflicts with applicable law, regulation, guidance, internal policy, or operational reality, the organization must modify the document accordingly before use.
To the maximum extent permitted by law, SecureCyberInsight disclaims all liability for any direct, indirect, incidental, consequential, special, exemplary, punitive, regulatory, or business losses, damages, penalties, costs, expenses, or claims arising from or related to the use of, reliance on, implementation of, distribution of, or failure to modify this template.





Template completion requirements
•	Replace all placeholders, bracketed fields, and sample language.
•	Insert the company name, legal entity, document owner, and approval details.
•	Define the regulatory, contractual, and framework scope that applies to the organization.
•	Validate all procedures, control statements, roles, contact details, and approvals.
•	Obtain legal, compliance, and management review as appropriate before use.
•	Record the approval date, version, and revision history before release or publication.



Risk Assessment Methodology (Sample)
Purpose
This methodology provides a practical way to identify, analyze, score, prioritize, and track cybersecurity and technology risks.
Use it to support:
	•	periodic enterprise or departmental risk assessments
	•	project or system-specific reviews
	•	audit and exam preparation
	•	risk register updates
	•	management and board reporting
---
1. Scope and Objectives
Define the assessment before scoring begins.
	•	Assessment name:
	•	Business unit / system / process:
	•	Assessment owner:
	•	Assessment date:
	•	Participants / reviewers:
	•	Assessment period covered:
	•	Primary objective:
	•	In-scope assets / services / vendors:
	•	Out-of-scope items:
1.1 Example Objectives
	•	identify material cyber risks affecting a business process or system
	•	evaluate whether existing controls reduce risk to an acceptable level
	•	prioritize remediation work based on impact and likelihood
	•	document residual risk for leadership review
---
2. Risk Assessment Process
Step 1. Establish context
Document:
	•	business purpose and criticality
	•	data types involved
	•	users, administrators, and third parties
	•	compliance obligations
	•	supporting technologies and dependencies
	•	recovery and uptime expectations
Step 2. Identify risks
List realistic threats, vulnerabilities, and failure scenarios.
Examples:
	•	unauthorized access
	•	phishing or social engineering compromise
	•	ransomware or destructive malware
	•	patching delays
	•	third-party service outage
	•	insecure configuration
	•	data loss or disclosure
	•	logging and monitoring gaps
Step 3. Document existing controls
Capture current preventive, detective, and corrective controls.
Examples:
	•	MFA
	•	endpoint protection
	•	vulnerability scanning
	•	backups
	•	network segmentation
	•	security awareness training
	•	vendor due diligence
	•	incident response playbooks
Step 4. Score inherent risk
Score the risk assuming controls are absent or not fully effective.
Step 5. Evaluate control effectiveness
Assess whether current controls are:
	•	Effective
	•	Partially Effective
	•	Ineffective
	•	Not Implemented
Step 6. Score residual risk
Score the remaining risk after considering existing controls.
Step 7. Determine response
Choose one or more responses:
	•	mitigate
	•	transfer
	•	avoid
	•	accept
	•	monitor
Step 8. Track and review
Assign ownership, due dates, and review cadence.
---
3. Risk Scoring Model
Use a 1 to 5 scale for both impact and likelihood.
3.1 Impact Scale
Score
Impact Description
1
Negligible, little to no operational or financial effect
2
Minor, limited disruption or manageable loss
3
Moderate, noticeable business, customer, or compliance impact
4
Major, serious operational, financial, legal, or reputational effect
5
Severe, enterprise-level or sustained impact
3.2 Likelihood Scale
Score
Likelihood Description
1
Rare
2
Unlikely
3
Possible
4
Likely
5
Highly likely / expected
3.3 Inherent Risk Formula
`Inherent Risk Score = Impact × Likelihood`
3.4 Residual Risk Formula
`Residual Risk Score = Adjusted Impact × Adjusted Likelihood after considering controls`
3.5 Suggested Risk Bands
Score Range
Rating
1-4
Low
5-9
Moderate
10-16
High
17-25
Critical
---
4. Control Effectiveness Guide
Rating
Description
Effective
Control is documented, implemented, operating, and evidenced
Partially Effective
Control exists but has gaps in scope, maturity, or consistency
Ineffective
Control exists on paper or is not reliably operating
Not Implemented
Control is missing
4.1 Common Control Categories
	•	governance and policy
	•	identity and access management
	•	asset and configuration management
	•	vulnerability and patch management
	•	logging and monitoring
	•	endpoint and network security
	•	backup and recovery
	•	vendor management
	•	incident response
	•	training and awareness
---
5. Risk Assessment Worksheet
Risk ID
Risk Statement
Asset / Process
Threat / Scenario
Existing Controls
Impact (1-5)
Likelihood (1-5)
Inherent Score
Control Effectiveness
Residual Score
Residual Rating
Response
Owner
Target Date
R-001













R-002













R-003













5.1 Risk Statement Format
Use a consistent format such as:
If `[threat event]` occurs because of `[vulnerability or weakness]`, then `[business impact]`.
Example:
> If privileged accounts are not regularly reviewed, then unauthorized access could persist and expose sensitive systems and data.
---
6. Prioritization Guidance
Prioritize remediation based on:
	•	residual risk rating
	•	control gaps
	•	regulatory or contractual exposure
	•	customer or operational impact
	•	ease and speed of remediation
	•	concentration of similar issues across systems or vendors
6.1 Suggested Actions by Rating
Rating
Suggested Action
Low
Track and review during normal cycles
Moderate
Remediate through planned work and monitor progress
High
Escalate to management and assign near-term remediation
Critical
Escalate immediately, consider interim controls or risk acceptance at senior level
---
7. Governance and Review
	•	Assessment frequency: Annual at minimum, and additionally for major changes, incidents, new systems, or significant vendors
	•	Approval authority: Management, security leadership, risk committee, or equivalent governance body
	•	Evidence retention: Keep worksheets, scoring rationale, approvals, and action tracking records
	•	Review triggers: Significant changes in business process, technology, threat landscape, or regulation
---
8. Optional Heat Map Reference
Impact \ Likelihood
1
2
3
4
5
5
5
10
15
20
25
4
4
8
12
16
20
3
3
6
9
12
15
2
2
4
6
8
10
1
1
2
3
4
5
Use color-coding later if exporting to spreadsheet or PDF.
---
9. Secure Cyber Insight Implementation Notes
If this sample is offered as a downloadable resource, consider packaging it with:
	•	a matching risk register sample
	•	an inherent vs. residual risk explainer
	•	a simple heat map graphic
	•	a short management summary template
	•	legal and usage disclaimer language consistent with the site resource library
Template only: this document requires customization, validation, and approval before use.
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