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Template Document Disclaimer
Bottom line: This document is a starting-point template only. It must be reviewed, customized, and formally approved before use.
This template is provided for general informational and business-use purposes only. It is not a final, client-ready document. Each organization must revise this template to reflect its legal entity, operating environment, systems, controls, personnel, risk profile, contractual obligations, and applicable legal and regulatory requirements before adoption or reliance.
This template does not constitute legal advice, regulatory advice, audit advice, compliance advice, or any other professional advice. Use of this template does not create any attorney-client, advisory, fiduciary, or professional-services relationship except as expressly stated in a separate written agreement. Organizations should consult qualified legal counsel, compliance professionals, and other appropriate advisors before relying on this document.
No representation, warranty, or guarantee, express or implied, is made regarding the accuracy, completeness, sufficiency, enforceability, merchantability, fitness for a particular purpose, or suitability of this template for any specific organization, environment, or use case. This template is not a guarantee of compliance with any law, regulation, regulatory guidance, enforcement expectation, examination standard, framework, control set, industry practice, or contractual requirement, including but not limited to cybersecurity, privacy, financial-services, consumer-protection, or sector-specific obligations.
Each organization is solely responsible for performing its own legal, regulatory, operational, technical, and risk review; validating the accuracy and practicality of the content; testing the documented procedures; and updating the document to align with actual business processes and current requirements. If this template conflicts with applicable law, regulation, guidance, internal policy, or operational reality, the organization must modify the document accordingly before use.
To the maximum extent permitted by law, SecureCyberInsight disclaims all liability for any direct, indirect, incidental, consequential, special, exemplary, punitive, regulatory, or business losses, damages, penalties, costs, expenses, or claims arising from or related to the use of, reliance on, implementation of, distribution of, or failure to modify this template.





Template completion requirements
•	Replace all placeholders, bracketed fields, and sample language.
•	Insert the company name, legal entity, document owner, and approval details.
•	Define the regulatory, contractual, and framework scope that applies to the organization.
•	Validate all procedures, control statements, roles, contact details, and approvals.
•	Obtain legal, compliance, and management review as appropriate before use.
•	Record the approval date, version, and revision history before release or publication.



Inherent vs Residual Cyber Risk Scoring Model (Sample)
Purpose
This sample helps organizations score risk in two stages:
	•	Inherent risk: the level of risk before controls are considered
	•	Residual risk: the level of risk that remains after existing controls and mitigating factors are applied
Use it to support risk assessments, risk register updates, control gap reviews, executive reporting, and remediation prioritization.
---
1. Core Definitions
Inherent Risk
Risk that exists based on the activity, asset, process, vendor, system, or threat scenario before considering current controls.
Residual Risk
Risk that remains after preventive, detective, corrective, contractual, technical, or operational controls are evaluated.
Why the Distinction Matters
A risk can have:
	•	high inherent risk because the exposure is serious by nature
	•	but moderate or low residual risk if strong controls are operating effectively
This distinction helps leadership understand both:
	•	how risky the activity is by design
	•	how much confidence the organization should place in existing safeguards
---
2. Suggested 1-5 Scoring Scale
Score
Rating
Description
1
Minimal
Little meaningful exposure or business impact
2
Low
Limited exposure, manageable impact
3
Moderate
Noticeable exposure or meaningful business effect
4
High
Significant exposure, likely serious impact if realized
5
Severe
Major exposure, potentially material operational, financial, legal, or regulatory impact
---
3. Inherent Risk Factors
Score each factor from 1 to 5 before considering controls.
Factor
What to Consider
Score
Notes
Data sensitivity
Confidential, regulated, customer, financial, health, or credential data involved


System criticality
Importance of the system or process to operations


Exposure surface
Internet exposure, remote access, integrations, privileged access


Threat attractiveness
Likelihood the target is attractive to attackers


Transaction / process volume
Scale of activity or dependency


Legal / regulatory impact
Potential reporting, exam, contractual, or enforcement exposure


Financial impact
Potential direct loss, recovery cost, or business interruption cost


Reputational / customer impact
Trust, service disruption, customer harm, or brand effect


Inherent Risk Calculation
	•	Total score:
	•	Average score:
	•	Inherent risk rating: Low / Moderate / High / Severe
Sample Thresholds
Average Score
Inherent Risk Rating
1.0-1.9
Low
2.0-2.9
Moderate
3.0-3.9
High
4.0-5.0
Severe
---
4. Control Effectiveness Assessment
After scoring inherent risk, evaluate the controls that reduce risk.
Use the following effectiveness scale.
Score
Effectiveness Level
Description
1
Weak
Controls are missing, informal, or unreliable
2
Limited
Some controls exist, but coverage or consistency is weak
3
Moderate
Controls are defined and partially effective
4
Strong
Controls are operating consistently with evidence
5
Very Strong
Layered controls are mature, measured, and regularly improved
Control Categories to Review
Control Category
Effectiveness Score
Notes / Evidence
Governance / ownership


Policy / procedure coverage


Preventive technical controls


Monitoring / detective controls


Response / recovery readiness


Third-party / contractual safeguards


Training / awareness / process discipline


Testing / assurance / audit evidence


	•	Average control effectiveness score:
---
5. Residual Risk Scoring Approaches
Organizations can use either a simple matrix or a weighted formula.
Option A: Simple Residual Risk Matrix
Inherent Risk
Control Effectiveness Weak
Limited
Moderate
Strong
Very Strong
Severe
Severe
High
High
Moderate
Moderate
High
High
High
Moderate
Moderate
Low
Moderate
High
Moderate
Moderate
Low
Low
Low
Moderate
Low
Low
Low
Low
Option B: Simple Formula
One practical worksheet method is:
`Residual Risk Score = Inherent Risk Score × (6 - Control Effectiveness Score) / 5`
This keeps residual risk higher when controls are weak and lowers it when controls are strong.
Residual Risk Interpretation
Residual Score
Residual Rating
1.0-1.9
Low
2.0-2.9
Moderate
3.0-3.9
High
4.0-5.0
Severe
---
6. Sample Risk Scoring Worksheet
	•	Risk ID:
	•	Risk Title:
	•	Business Process / Asset:
	•	Risk Statement:
	•	Risk Owner:
	•	Assessment Date:
6.1 Inherent Risk Summary
	•	Average inherent risk score:
	•	Inherent risk rating:
	•	Top drivers of inherent risk:
6.2 Existing Controls Summary
	•	Key controls in place:
	•	Known control gaps:
	•	Average control effectiveness score:
6.3 Residual Risk Summary
	•	Residual risk score:
	•	Residual risk rating:
	•	Residual risk rationale:
	•	Treatment decision: Accept / Mitigate / Transfer / Avoid
	•	Target action date:
	•	Escalation required?: Yes / No
---
7. Decision Guidance by Residual Rating
Residual Rating
Suggested Response
Low
Monitor through normal governance cycle
Moderate
Track remediation and review on a scheduled basis
High
Assign action plan, owner, and management review
Severe
Escalate to senior leadership, risk committee, or equivalent authority
---
8. Example Risk Statements
Example 1: Internet-Facing Remote Access Platform
	•	Inherent risk: Severe
	•	Why: Internet accessible, privileged access path, operational dependency
	•	Control effectiveness: Strong
	•	Residual risk: Moderate
	•	Why: MFA, logging, access restrictions, monitoring, and tested response procedures reduce but do not eliminate exposure
Example 2: Legacy Internal File Share with Sensitive Data
	•	Inherent risk: High
	•	Why: Sensitive data and broad internal dependency
	•	Control effectiveness: Limited
	•	Residual risk: High
	•	Why: Weak access governance and limited monitoring leave meaningful exposure in place
---
9. Common Scoring Mistakes to Avoid
	•	treating inherent and residual risk as the same number
	•	scoring controls based on intent rather than evidence
	•	lowering risk because a policy exists when execution is weak
	•	ignoring compensating controls or temporary workarounds
	•	failing to reassess risk after major environment or business changes
	•	using inconsistent criteria across teams or risk owners
---
10. Implementation Notes for Secure Cyber Insight
If published as a downloadable sample, consider pairing it with:
	•	a risk register sample
	•	a risk assessment methodology sample
	•	a control matrix sample
	•	a short explainer on risk acceptance and treatment options
Template only: this document requires customization, validation, and approval before use.

image1.png
SecureCyberinsight




