[image: ]Sample Document

Template Document Disclaimer
Bottom line: This document is a starting-point template only. It must be reviewed, customized, and formally approved before use.
This template is provided for general informational and business-use purposes only. It is not a final, client-ready document. Each organization must revise this template to reflect its legal entity, operating environment, systems, controls, personnel, risk profile, contractual obligations, and applicable legal and regulatory requirements before adoption or reliance.
This template does not constitute legal advice, regulatory advice, audit advice, compliance advice, or any other professional advice. Use of this template does not create any attorney-client, advisory, fiduciary, or professional-services relationship except as expressly stated in a separate written agreement. Organizations should consult qualified legal counsel, compliance professionals, and other appropriate advisors before relying on this document.
No representation, warranty, or guarantee, express or implied, is made regarding the accuracy, completeness, sufficiency, enforceability, merchantability, fitness for a particular purpose, or suitability of this template for any specific organization, environment, or use case. This template is not a guarantee of compliance with any law, regulation, regulatory guidance, enforcement expectation, examination standard, framework, control set, industry practice, or contractual requirement, including but not limited to cybersecurity, privacy, financial-services, consumer-protection, or sector-specific obligations.
Each organization is solely responsible for performing its own legal, regulatory, operational, technical, and risk review; validating the accuracy and practicality of the content; testing the documented procedures; and updating the document to align with actual business processes and current requirements. If this template conflicts with applicable law, regulation, guidance, internal policy, or operational reality, the organization must modify the document accordingly before use.
To the maximum extent permitted by law, SecureCyberInsight disclaims all liability for any direct, indirect, incidental, consequential, special, exemplary, punitive, regulatory, or business losses, damages, penalties, costs, expenses, or claims arising from or related to the use of, reliance on, implementation of, distribution of, or failure to modify this template.





Template completion requirements
•	Replace all placeholders, bracketed fields, and sample language.
•	Insert the company name, legal entity, document owner, and approval details.
•	Define the regulatory, contractual, and framework scope that applies to the organization.
•	Validate all procedures, control statements, roles, contact details, and approvals.
•	Obtain legal, compliance, and management review as appropriate before use.
•	Record the approval date, version, and revision history before release or publication.



Audit / Exam Readiness Scoring Rubric (Sample)
Purpose
This scoring rubric helps organizations estimate how prepared they are for a cybersecurity audit, regulatory exam, internal assessment, or third-party review.
Use it to:
	•	identify likely gaps before a formal review
	•	prioritize remediation work
	•	create a repeatable self-assessment method
	•	communicate readiness status to leadership
	•	support planning for consulting or advisory engagement
How to Use This Rubric
	1	Review each control area.
	2	Assign a score from 1 to 5 using the maturity guidance below.
	3	Capture evidence, gaps, and next actions.
	4	Calculate an overall score and readiness band.
	5	Use the output as a planning tool, not as a substitute for a formal audit or regulatory determination.
1. Scoring Scale
Score
Readiness Level
Description
1
Not Ready
Control is missing, undocumented, or not operating consistently.
2
Limited
Some activity exists, but it is informal, incomplete, or inconsistently applied.
3
Basic
Control is documented and partially implemented, but evidence or consistency is limited.
4
Strong
Control is documented, operating, and supported by evidence with only minor gaps.
5
Exam Ready
Control is mature, consistently performed, evidenced, and regularly reviewed for improvement.
2. Control Areas
2.1 Governance and Oversight
Evaluate whether the organization can show:
	•	assigned ownership for cybersecurity and risk decisions
	•	leadership or board reporting cadence
	•	approved policies and standards
	•	periodic risk review and issue tracking
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.2 Risk Assessment and Risk Register
Evaluate whether the organization has:
	•	a defined risk assessment method
	•	a current risk register or equivalent tracking mechanism
	•	assigned owners and target dates for risk treatment
	•	periodic reassessment and management review
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.3 Policies, Standards, and Procedures
Evaluate whether required documentation is:
	•	approved and version controlled
	•	reviewed on a defined schedule
	•	aligned with actual operating practices
	•	available to the people expected to follow it
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.4 Access Control and Identity Management
Evaluate whether the organization can demonstrate:
	•	user provisioning and deprovisioning controls
	•	privileged access restrictions
	•	periodic access reviews
	•	MFA and password or authentication controls
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.5 Vulnerability, Patch, and Configuration Management
Evaluate whether the organization maintains:
	•	vulnerability identification and tracking
	•	patching expectations and timelines
	•	secure configuration baselines
	•	exception handling for unresolved issues
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.6 Logging, Monitoring, and Incident Response
Evaluate whether the organization can show:
	•	logging coverage for critical systems
	•	alert review or monitoring processes
	•	documented incident response plan and roles
	•	evidence of incident handling, exercises, or testing
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.7 Vendor and Third-Party Risk Management
Evaluate whether the organization has:
	•	a process for vendor risk review before onboarding
	•	tiering or criticality criteria
	•	documented due diligence evidence
	•	periodic reassessment or review of key vendors
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.8 Business Continuity and Disaster Recovery
Evaluate whether the organization maintains:
	•	documented continuity and recovery expectations
	•	backup and restore controls
	•	testing evidence for critical recovery processes
	•	alignment between technical recovery and business priorities
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.9 Security Awareness and Training
Evaluate whether the organization can show:
	•	role-appropriate security awareness training
	•	training completion records
	•	reinforcement activities such as phishing simulations or reminders
	•	new-hire and periodic refresher processes
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

2.10 Evidence Management and Audit Support
Evaluate whether the organization is prepared to:
	•	respond to evidence requests quickly
	•	provide current documents and records
	•	explain how controls operate in practice
	•	track open findings and remediation plans
Field
Notes
Score (1-5)

Evidence reviewed

Key gaps

Priority actions

3. Optional Weighting Model
Organizations may weight certain domains more heavily. A sample model is below.
Control Area
Sample Weight
Governance and Oversight
10%
Risk Assessment and Risk Register
10%
Policies, Standards, and Procedures
10%
Access Control and Identity Management
15%
Vulnerability, Patch, and Configuration Management
15%
Logging, Monitoring, and Incident Response
15%
Vendor and Third-Party Risk Management
10%
Business Continuity and Disaster Recovery
5%
Security Awareness and Training
5%
Evidence Management and Audit Support
5%
Weighted Score Formula: `sum(score × weight)`
4. Readiness Interpretation
Overall Score
Readiness Band
Interpretation
1.0-1.9
High Concern
Major gaps likely to create difficulty during audit or exam.
2.0-2.9
Needs Significant Work
Foundational controls exist, but consistency and evidence are weak.
3.0-3.9
Partially Ready
Core controls are present, but gaps should be closed before formal review.
4.0-4.4
Largely Ready
Most controls are operating and evidenced; focus on cleanup and validation.
4.5-5.0
Strong Readiness
Organization appears well prepared for a structured review.
5. Gap Prioritization Matrix
After scoring, classify gaps using both impact and effort.
Gap Type
Suggested Action
High impact / low effort
Address immediately
High impact / high effort
Create remediation plan with executive visibility
Low impact / low effort
Fix during cleanup cycle
Low impact / high effort
Track for roadmap planning
6. Summary Dashboard Template
	•	Assessment Date:
	•	Prepared By:
	•	Business Unit / Entity:
	•	Assessment Scope:
	•	Overall Score:
	•	Readiness Band:
	•	Top 5 Gaps:
	•	Top 5 Strengths:
	•	Items Requiring Leadership Attention:
	•	Target Date for Reassessment:
7. Sample Executive Summary Language
Current readiness status: The organization demonstrates [readiness band] based on the control areas reviewed. The strongest areas are [areas], while the most significant gaps are [areas]. Before a formal audit or exam, management should prioritize [top actions] and confirm that required evidence is current, approved, and centrally available.
8. Minimum Evidence Checklist
For each control area, gather evidence such as:
	•	approved policies and procedures
	•	completed review records
	•	screenshots or system configuration exports
	•	tickets, logs, and remediation records
	•	meeting minutes or governance reports
	•	training completion reports
	•	test results, tabletop summaries, and restore evidence
	•	vendor due diligence files and reassessments
9. Practical Use Cases for Secure Cyber Insight
This sample can support:
	•	self-assessment lead magnets
	•	consulting discovery workshops
	•	pre-audit or pre-exam readiness reviews
	•	packaged advisory offerings for regulated or growth-stage organizations
	•	executive reporting on cybersecurity program maturity
10. Implementation Notes for Secure Cyber Insight
If published as a downloadable resource, consider pairing it with:
	•	an audit readiness checklist sample
	•	a risk assessment methodology sample
	•	an evidence request tracker
	•	a short explainer on how to convert findings into a remediation roadmap
Template only: this document requires customization, validation, and approval before use.
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