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Template Document Disclaimer
Bottom line: This document is a starting-point template only. It must be reviewed, customized, and formally approved before use.
This template is provided for general informational and business-use purposes only. It is not a final, client-ready document. Each organization must revise this template to reflect its legal entity, operating environment, systems, controls, personnel, risk profile, contractual obligations, and applicable legal and regulatory requirements before adoption or reliance.
This template does not constitute legal advice, regulatory advice, audit advice, compliance advice, or any other professional advice. Use of this template does not create any attorney-client, advisory, fiduciary, or professional-services relationship except as expressly stated in a separate written agreement. Organizations should consult qualified legal counsel, compliance professionals, and other appropriate advisors before relying on this document.
No representation, warranty, or guarantee, express or implied, is made regarding the accuracy, completeness, sufficiency, enforceability, merchantability, fitness for a particular purpose, or suitability of this template for any specific organization, environment, or use case. This template is not a guarantee of compliance with any law, regulation, regulatory guidance, enforcement expectation, examination standard, framework, control set, industry practice, or contractual requirement, including but not limited to cybersecurity, privacy, financial-services, consumer-protection, or sector-specific obligations.
Each organization is solely responsible for performing its own legal, regulatory, operational, technical, and risk review; validating the accuracy and practicality of the content; testing the documented procedures; and updating the document to align with actual business processes and current requirements. If this template conflicts with applicable law, regulation, guidance, internal policy, or operational reality, the organization must modify the document accordingly before use.
To the maximum extent permitted by law, SecureCyberInsight disclaims all liability for any direct, indirect, incidental, consequential, special, exemplary, punitive, regulatory, or business losses, damages, penalties, costs, expenses, or claims arising from or related to the use of, reliance on, implementation of, distribution of, or failure to modify this template.






Template completion requirements
•	Replace all placeholders, bracketed fields, and sample language.
•	Insert the company name, legal entity, document owner, and approval details.
•	Define the regulatory, contractual, and framework scope that applies to the organization.
•	Validate all procedures, control statements, roles, contact details, and approvals.
•	Obtain legal, compliance, and management review as appropriate before use.
•	Record the approval date, version, and revision history before release or publication.


Vendor Due Diligence Questionnaire and Scoring Guide
1. Purpose and Scope
Use this pack to assess the security, resilience, compliance, and operational fit of third parties before onboarding, contract renewal, or material scope expansion. It is designed for regulated small and midsize organizations that need practical evidence, documented decision-making, and defensible risk treatment.
Recommended for software vendors, managed service providers, cloud hosting providers, fintech partners, payment processors, and outsourced business process providers.
Supports a right-sized due diligence process for both new vendors and periodic reassessments.
Can be used as a standalone questionnaire or as the front end for a broader third-party risk management workflow.
2. Framework Alignment
This template is implementation-oriented, but the review criteria align naturally to common expectations from:
NIST CSF 2.0 Govern, Identify, Protect, Detect, Respond, and Recover functions
NIST SP 800-53 control families such as CA, CP, IR, PL, PS, RA, SA, SC, and SI
FFIEC architecture, information security, business continuity, and outsourced technology service provider oversight expectations
CIS Critical Security Controls and common customer security review practices
PCI DSS and privacy/security contractual requirements when cardholder or regulated data is in scope
3. Instructions for Internal Reviewers
Classify the vendor first: critical, high, moderate, or low impact based on the service provided and the data or access involved.
Tailor the questionnaire. Remove sections that are clearly out of scope, but do not remove items that affect confidentiality, integrity, availability, resilience, or compliance obligations.
Request evidence for all material claims, especially certifications, penetration tests, policies, backup practices, incident response capabilities, and subcontractor controls.
Document compensating controls and residual risk when the vendor cannot fully satisfy a requirement.
Route elevated risk findings to legal, procurement, IT, security, compliance, or executive management as appropriate before final approval.
4. Vendor Profile and Engagement Summary
	Vendor legal name
	

	Product / service name
	

	Business owner
	

	Security reviewer
	

	Proposed use case
	

	Data involved
	Public / Internal / Confidential / Regulated / Payment / Customer data

	Access level
	No access / Limited integration / User access / Admin access / Network or infrastructure access

	Hosting model
	SaaS / On-premises / Managed service / Hybrid / Other

	Assessment date
	


5. Vendor Criticality and Inherent Risk Screening
Complete this screening before reviewing the full questionnaire.
	Screening question
	Yes
	No
	Notes

	Would vendor failure materially disrupt business operations?
	
	
	

	Will the vendor store, process, transmit, or access sensitive or regulated data?
	
	
	

	Will the vendor receive privileged, administrative, or persistent system access?
	
	
	

	Is the service customer-facing or operationally critical?
	
	
	

	Are there significant regulatory, contractual, or concentration risks?
	
	
	

	Does the service rely on material subcontractors or offshore processing?
	
	
	


Suggested interpretation: Two or more “Yes” answers generally justify a more complete assessment, stronger evidence collection, contract review, and approval by management or the risk owner.
6. Questionnaire Section A
A. Governance and Security Program
	Question
	Response
	Evidence
	Score
	Reviewer notes

	Do you maintain a formally approved information security program? Provide the latest overview or policy set.
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Who is accountable for security and risk management? Identify the role or function.
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Do you perform periodic risk assessments and track remediation to closure?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Do you maintain cyber insurance and, if so, what major coverages apply?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	



6. Questionnaire Section B
B. Access Control and Identity Security
	Question
	Response
	Evidence
	Score
	Reviewer notes

	Is MFA required for administrative access, remote access, and customer support access?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	How are privileged accounts provisioned, reviewed, monitored, and removed?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Do you support SSO, role-based access control, and customer-managed access restrictions?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	How quickly are terminated users disabled across production and support systems?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	


6. Questionnaire Section C
C. Data Protection and Privacy
	Question
	Response
	Evidence
	Score
	Reviewer notes

	Describe how customer data is classified, encrypted in transit, and encrypted at rest.
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Can customer data location or residency be identified and contractually committed if needed?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Do you maintain retention, deletion, backup, and secure disposal standards?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Do you use production data in non-production environments? If yes, explain safeguards.
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	


6. Questionnaire Section D
D. Secure Development and Change Management
	Question
	Response
	Evidence
	Score
	Reviewer notes

	Do you maintain a secure SDLC with code review, dependency management, and vulnerability remediation standards?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Are application and infrastructure changes authorized, tested, and documented before production release?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Do you perform internal or external penetration testing? Provide the most recent summary and remediation status.
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	How do you identify and remediate critical vulnerabilities and exposed secrets?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	


6. Questionnaire Section E
E. Monitoring, Incident Response, and Resilience
	Question
	Response
	Evidence
	Score
	Reviewer notes

	Do you centrally log material security events and review them for suspicious activity?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	What incident response process exists, and what customer notification commitments apply?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Describe backup frequency, recovery testing cadence, and key recovery objectives if applicable.
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Have you experienced a material security incident in the last 24 months? If yes, summarize lessons learned and corrective actions.
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	


6. Questionnaire Section F
F. Third-Party and Legal / Contractual Risk
	Question
	Response
	Evidence
	Score
	Reviewer notes

	Do you use subcontractors that can affect service delivery or data handling? If yes, describe oversight controls.
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Can you provide current independent assurance such as SOC 2, ISO 27001, PCI attestation, or similar evidence?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Will you agree to contractual terms covering security, breach notification, audit rights, confidentiality, data return/destruction, and ongoing control obligations?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	

	Are there any known regulatory actions, material litigation matters, or unresolved security findings relevant to this service?
	Yes / Partial / No / N/A
	Attached / Linked / Pending
	0-3
	



7. Scoring Model
Use a simple scoring scale to support consistent reviewer judgment without pretending to be mathematically precise.
	Score
	Meaning
	Suggested interpretation

	3
	Strong
	Control appears mature, documented, and supported by recent evidence.

	2
	Adequate
	Control generally exists but may have minor gaps, aging evidence, or limited detail.

	1
	Weak
	Control is informal, incomplete, or supported by limited evidence.

	0
	Missing / unacceptable
	Control is absent, declined, or presents material unresolved risk.


High-impact vendors should not be approved solely on a numeric score. The reviewer should consider issue severity, data sensitivity, access, concentration risk, and management appetite.
If a critical control scores 0, document whether a compensating control exists or whether escalation is required before contract execution.
8. Key Evidence Request Checklist
Information security policy or security program overview
Independent assurance report: SOC 2, ISO 27001 certificate, PCI attestation, or equivalent
Recent penetration test summary and remediation status
Business continuity / disaster recovery summary and recent test results
Incident response summary and customer notification commitments
Data flow, hosting, and subcontractor disclosures
Cyber insurance confirmation, if relevant to the engagement
Sample contractual security addendum or data protection terms
9. Findings, Exceptions, and Risk Treatment
	ID
	Finding / gap
	Severity
	Required action
	Owner

	F-1
	
	
	
	

	F-2
	
	
	
	

	F-3
	
	
	
	

	F-4
	
	
	
	

	F-5
	
	
	
	


Use this section to capture material control gaps, agreed remediation dates, compensating controls, and any need for legal or executive escalation.

10. Approval Recommendation
	Recommendation
	Approve / Approve with conditions / Defer / Reject

	Conditions for approval
	

	Residual risk summary
	

	Business owner sign-off
	

	Security / risk sign-off
	

	Renewal review date
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